The typical law school seminar contains a set of readings, accompanied by a series of sessionspecific introductions and "notes & questions" to 
Introduction
Privacy is undoubtedly one of the most significant legal topics of our time. We encounter privacy policies with virtually every online product or service, and new technologies not only provide recreational or health benefits to consumers, they also aid the government in their surveillance efforts, as well as criminals in their illegal activities.
Further, the Internet of Things (IoT), or the phenomenon of devices communicating with us and with each other, is already here with common wearable devices, and it will only grow in the coming years. The privacy implications that this vast array of technologies presents are endless. This document examines privacy law through the lens of the Internet of Things, because as technology advances at an ever-increasing rate, with each new advancement, we find ourselves reevaluating our privacy rights, interests, and expectations.
Importantly, this document is not a typical law school research paper about privacy My methodology for choosing the layout of the course began with an examination of the tables of contents in leading privacy scholars' textbooks to see what the major subtopics of privacy law were and how they could be assembled in a logical way. 2 After creating a general outline of my own, taking inspiration from those existing frameworks, I
did more focused research on specific topics to find and read relevant articles, cases, and statutes, all while paying particular attention to how topics related to developing technology and digital privacy. I wrote the discussion questions after determining the goal of each class, reading each assignment thoroughly, and discussing the readings with Professor Miller.
Instead of writing a paper on a very narrow perspective of the intersection of privacy law and IoT, I opted to find a unique way to tackle an entire subject area in one semester by recreating a law-school seminar with a fictional classroom and myself as the professor, researching the law and encouraging lively discussion on the various topics. I hope this project will be a valuable resource for those who aim to learn more about this exciting area of the law.
I. Background & Overview

Session 1. History & Perspectives
Before delving into the specific ways that Internet of Things technologies and privacy law may affect one another, we must first better understand the historical, sociological, and academic perspectives that have shaped the development of this vast legal arena. One way to accomplish this broad level of understanding is to examine the development of privacy law in the tort context. Privacy law evolved, in part, from the need to respond to new technologies that emerged over a century ago, much like the advent of the Internet of Things we experience today. Additionally, by identifying the basic characteristics of tort law (rights, responsibilities, harms, and remedies) in the privacy context, we begin to paint the broader landscape of privacy law. For instance, to identify privacy injuries and duties, we inevitably must discuss the nature of those injuries (Is the harm emotional? Financial? Both?), and how they might differ based on human relationships and expectations of confidentiality.
A discussion of privacy tort law is not complete without an introduction to the theories of Samuel Warren, Louis Brandeis and William Prosser, who are arguably the most influential figures in this area of law. Warren and Brandeis influenced over half a century of privacy law development with their 1890 article that advocated for legal recognition of an inherent right to be left alone. Prosser was certainly more influential, however, as his treatises, casebooks, and especially his 1960 law review article shaped modern privacy tort law into the four privacy torts that still exist today. Additionally, underlying all of the academic discussions on privacy law is the sociological concept of the public-private distinction, in which a person has an impenetrable life and chosen personality at home and a separate persona and set of expectations for life in public. The exploration of privacy torts, along with an examination of relevant historical and sociological circumstances, will thus provide a basis of knowledge necessary to discuss privacy in other legal contexts, such as medical privacy or privacy from government intrusion.
Notes & Questions
Public-Private Distinction 1. How would you describe how our society thinks of public and private spheres? Does your categorization differ from the four ways that Weintraub says public and private spaces are currently distinguished? 2. Weintraub argues that use of the term "privacy" is limited as a signal for things that we want to "keep hidden, sheltered, or withdrawn from others." Is this a fair assessment of how we think of privacy today? Or is our concept more fluid than a strict dichotomy between public and private spaces? Additionally, this introduction provides some background on the Federal Trade Commission, which uses its broad consumer-protection mission to regulate many aspects of consumer technology.
The "Internet of Things" is just one of many ways to describe the phenomenon of devices communicating with us and with each other. 3 The IoT is comprised of the various possible connections between and among people and objects. 4 In other words, devices use sensors to record information about people or objects, and then those devices connect to each other via a network, communicate across different programming languages, and even begin to analyze collected data, which can then be transmitted back to people or other devices. 5 Existing IoT products include wearable technologies like the fitness devices Fitbit and Jawbone, which can track steps, sleep habits, and heart rate, and transmit that data to another device. IoT technologies are not limited to health products or even consumerfacing products; they include industrial applications as well. 6 Like IoT, the concept of "Big Data" has many possible definitions. In essence, Big 
Data That Could Identify You
Personally Identifiable Information (PII) is data that includes a personal identifier like your name, email or address, or data that could reasonably be linked back to you. We will only share this data under the following circumstances:  With companies that are contractually engaged in providing us with services, such as order fulfillment, email management and credit card processing. These companies are obligated by contract to safeguard any PII they receive from us.  If we believe that disclosure is reasonably necessary to comply with a law, regulation, valid legal process (e.g., subpoenas or warrants served on us), or governmental or regulatory request, to enforce or apply the Terms of Service or Terms of Sale, to protect the security or integrity of the Fitbit Service, and/or to protect the rights, property, or safety of Fitbit, its employees, users, or others. If we are going to release your data, we will do our best to provide you with notice in advance by email, unless we are prohibited by law from doing so.  We may disclose or transfer your PII in connection with the sale, merger, bankruptcy, sale of assets or reorganization of our company. We will notify you if a different company will receive your PII and the promises in this Privacy Policy will apply to your data as transferred to the new entity. Data That Does Not Identify You (De-identified Data) Fitbit may share or sell aggregated, de-identified data that does not identify you, with partners and the public in a variety of ways, such as by providing research or reports about health and fitness or as part of our Premium membership. When we provide this information, we perform appropriate procedures so that the data does not identify you and we contractually prohibit recipients of the data from re-identifying it back to you. 1 3. The FTC Staff Report explains that an "increased focus on certain types of use restrictions" could shift responsibility "away from data subjects towards users, and [increase] the emphasis on responsible data stewardship and accountability." How does this shift in responsibility, mentioned on page 24 of the FTC Staff Report, comport with tort law, including the privacy torts we discussed in the previous section? 4. In Solove's "Access and Aggregation" article, he proposes that the nature of the pertinent harm is the "aggregation problem" that "arises from the fact that the digital revolution has enabled information to be easily amassed and combined. and The Security Rule, "which sets national standards for the security of electronic protected health information." 14 An interesting aspect of this enforcing body is that the HIPAA guidance that it has published was, like HIPAA itself, written well before smart phones and tablets existed. As a result, any average citizen or practitioner who seeks advice today will not necessarily get specific guidance for emerging technologies. 15 The identity, while FCRA protects an individual's transactional consumer information to the extent credit reporting agencies and others might improperly use it. By using statutory text and official guidance to answer concrete questions about a particular technology, one can begin to appreciate the unavoidable difficulty that legislatures have in writing a comprehensive law that aims to successfully adapt to unpredictable changes in technology and in privacy expectations. As you work through the hypothetical and questions below, think about how each act approaches key aspects of the right to privacy, from the nature of the privacy harms to the people or entities capable of committing those harms, and note the similarities and the differences.
Notes & Questions
Hypothetical Scenario
Imagine that Apple, one of the largest technology companies in the world, has just developed a ground-breaking new wearable device called the iSwatch. as well as on the "iCloud," which is an online storage space accessible using your Apple ID and password on any kind of device, even via an internet browser on a traditional computer. Additionally, this health information is automatically sent to your doctor, nutritionist, health insurance, or other health professionals, because you input all of that information when you set up the iSwatch. This way, your total health profile can be analyzed and tracked, all with the hope of improving your overall health and fitness lifestyle.
In addition to these health aspects and many other useful features, the iSwatch also provides a solution to life's daily problem of keeping up with a wallet and many forms of payment. The iSwatch utilizes a new technology called iPay, which is a near-universally accepted form of payment that is similar to, but separate from, major credit cards like Visa or American Express. The way it works is that you just scan the screen of the iSwatch at any participating retailer, and money is charged to your iPay account. You get a monthly statement from Apple and pay this off using your bank account, just like you would with a traditional credit card company. The data about your transactions and payment history is stored both on the device and in the iCloud.
Your friend Jim thinks this new device is perfect for him, so he rushes out and gets the iSwatch, wearing it day and night. Over the next few weeks, the device tracks Jim's health data, and he uses the device to pay for many items because it's just so fun and easy to use, plus it gives him a chance to show off this amazing technology. Unfortunately, after a successful few weeks of showing off his watch, it begins to get the wrong kind of attention:
a thief, someone Jim doesn't know at all, steals his iSwatch. The police are still searching, but it looks like there is no way he will get that device back. To make matters worse, it looks like the thief found a way to access Jim's iCloud and his iPay information! The thief has made many fraudulent charges on his iPay account and is completely ruining his health stats with his bad eating habits, which might put at risk his credit score and his health insurance premiums (his health insurance awards Jim for good health).
Jim is in shock that someone could have access to such personal information about him just by getting a hold of the device. As Jim's friend, you agree to help him scour the internet for resources to find a way to sanction Apple and anyone else who might be responsible for betraying his trust and leaking his personal information in this way. Look over the HIPAA and FCRA materials and answer the following questions to see if they will help Jim's cause: 
II.
Personal Privacy
Session 4. Privacy of Identity
In this section, we explore what controls someone might expect to have over information that relates specifically to one's identity. These include the ability to omit identifying information -control over anonymity -and the ability to delete inaccurate or undesirable information online -reputational control. The right to be anonymous is the right to choose not to associate your identity with something, online or not online. The right to be forgotten, on the other hand, relates strictly to your online presence, either as you have created or as other entities might publish. Might the fundamental theories supporting a privacy right extend to these aspects of your identity, or must you be resigned to accept that you, and in particular your online presence, will be partially out of your control?
Notes & Questions 
Session 5. Privacy of Place
While we might have fluctuating expectations of privacy regarding our digital identities (as we explored in the last class), shouldn't we still be able to consistently rely upon fundamental expectations of privacy in certain physical locations? As we will discover in this class session, the answer depends on where we are at any given moment. Justice Scalia observes in Kyllo v. United States that the interior of one's home is the "prototypical . .
. area of protected privacy," 17 particularly as protected against governmental intrusions.
But what happens when law enforcement techniques advance to the point where actual physical intrusion is no longer necessary to understand what goes on within the privacy of a person's home? The other, albeit unstated, side of Scalia's observation is that people
should not expect and should not receive such privacy protection in more public spaces.
While the archetype of protected privacy is the home, how do our expectations change in quasi-public places such as school and work?
In this class session, we will discuss whether and how expectations of privacy differ depending on where we are, and how such different expectations affect our legal right to privacy in each location. To this end, before reading the assignment for this class, think of the key differences among the types of locations that each reading presents. to the employer in confidence ( § 7.05). An employer intrusion into one of these three interests is necessary, but not sufficient, to find the employer liable for an invasion of privacy. In addition, the employer's intrusion must be highly offensive to a reasonable person in the circumstances in order for the employer to be subject to liability under this Chapter ( § 7.06). 23 Recall your own work place experiences in the context of these privacy interests. Did you have a privacy discussion with your employer? Did you read through privacy policy manuals? Do such concepts match the expectations of privacy you considered in your preparation for this reading assignment? 6. While most people might think of the Fourth Amendment as the main privacyrelated provision in the Constitution, we see in the cases for this session that one can use other provisions to support the fundamental right to privacy. 
Suggested Reading
IV. Public Access to Information
Session 8. Public Access to Government Data
What is privacy in the context of information in the public domain? Can information in the public domain (e.g., court records, public records, FOIA information) also be kept secret to some extent, or are these forms of publicness and privateness mutually exclusive? The reading for this class explores these themes. Before delving into the reading, consider this
fundamental question: what do we want privacy law to accomplish?
You may recognize that the Solove materials for this class comprise the rest of the article which was first excerpted in the second class of this course. In reading through the materials for this session, recall the discussion and reading from that session about the aggregation of data and digital identities that can be created through such aggregating processes. Those concepts are central to the topic of this class session as well.
Lastly, please note that since the assigned Solove article was published, the Freedom of Information Act (FOIA) has been amended to preclude agencies of the "intelligence community" from disclosing records in response to any FOIA request that is made by any (p. 815). Then, the court states that all of these permissible purposes have two goals: "to provide a benefit to a consumer or to collect a pre-existing debt." (p. 817).
Do these goals accurately interpret what Congress intended, or do you think the permissible uses cover more core goals? What role does the Federal Trade Commission and its interpretation of the Fair Credit Reporting Act have in the court's reasoning? 3. The court establishes a rule regarding the intent of the credit report user in the context of accessing a credit report. The intent should be based on an existing belief rather than on a "belief that the original transaction was mistaken." (p. 820) Do you see any potential problems with the future application of this rule? Why is this scenario so different from the "bad check" situation that the court argues is distinguishable in Footnote 3? 4. In the last part of the opinion, the court discusses the invasion of privacy claim and finds that the evidence does not support granting the plaintiff's motion for summary judgment. What do you think would help establish the invasion of privacy tort in this case? Should any factors of the tort change in the context of accessing credit reports? Serwin 1. Serwin asserts that "one cannot fully exercise the right to be let alone unless there is notice -an understanding of the potential occurrence-of the potential privacy invasion, and you have the opportunity to choose to be let alone -freedom to determine when and where one's information is disclosed or used." (p. 818). What do you think of this comparison of Warren and Brandeis' article to the FTC's "notice and choice" model of consumer privacy protection and enforcement (i.e., "Privacy 1.0.")? 2. The Federal Trade Commission and others propose models of privacy to address most privacy interests, including "models based upon accountability," uselimitations, and Serwin's own "Privacy 3.0" that is based on proportionality. (p. 812, 844-852). What is different about these models of privacy in the consumer context versus the government surveillance context? Imagine that every January 1 st you get a notice in the mail that has language similar to privacy policies you see from companies, except this notice comes from the government and explains what its policy for reasonable searches will be for the coming year. Why might you find this kind of notice unacceptable coming from the government, but you routinely accept it from businesses? What different privacy interests are at stake? 3. Find and examine a privacy policy that you have seen recently, such as one from a recent app you downloaded or a website you visited. Of the kinds of models Serwin describes, what kind is that privacy policy emulating? Does it adequately address the typical three main elements of privacy laws (p. 844):
(1) Classify or identify data that is to be regulated 
Session 11. Data Security & Identity Theft
As we have discussed throughout the course, despite the many benefits consumers, companies, and government entities can attain from the collection and aggregation of massive amounts of data, these benefits are not without significant privacy risks. In this session, we will consider the dangers that organizations "of all sizes and across all industries face," including "[c]yber theft, cyber extortion, mobile device loss, misappropriation of confidential business information, and unauthorized disclosures of protected information." 29 In creating their data security protocols, organizations must not only consider these potential harms, but they must also comply with various laws, regulations, and industry standards. Like its regulation of privacy law generally, the United
States uses a piecemeal system of federal and state laws along with common law principles to regulate the "collection, use, processing, disclosure, and security of personal information," rather than a single, comprehensive federal law. 30 An organization that fails to comply with all of the relevant privacy and data security laws may suffer substantial consequences including:
 Government-imposed civil and criminal sanctions, including fines and penalties.  Significant fines and damages awards resulting from private lawsuits, including class actions (permitted under some privacy and data security laws).  Damage to the company's reputation and customers' confidence and trust, resulting in lost sales, market share and brand and stockholder value. 31 As we discuss the structural security challenges that organizations face due to potential harms and the lack of comprehensive federal guidance, it is important to keep in mind an underlying harm that individuals are at risk of encountering if organizations fail to adequately protect their personal information-identity theft. Is this harm sufficiently protected against in the current legal regime or with Sloan's proposed security framework? Lastly, consider what might make data security fundamentally different from data privacy. While the term "data privacy and security" broadly relates to "everything relative to data gathering, storing, destroying, and sharing," 32 differentiating the two may help frame the discussion for this session. For instance, privacy is a kind of fundamental right, 33 whereas security is a set of protocols that ensure privacy of data, meaning "people who are not authorized to see private data cannot examine it." 34 In other words, data security is a means to an end of data privacy. How do you think a right to privacy drives privacy and security policies? 2) Recall the various laws, regulations, and guidelines developed by government agencies we have studied in this course; do you agree with this basic premise? Are there some privacy laws or regulations that rely more on reasonableness than others? What other common themes can you identify in the laws and regulations we have studied? For example, does the expectation of privacy play a role in most privacy-related laws? How might the expectation of privacy and reasonableness be connected in the data security arena, or are they separate concepts altogether? 2. Sloan gleans and identifies four factors from most information security laws (p. 26-27), and then he proposes a set of six elements for a reasonable security program: (1) Identify: An organization should identify the types of information in its possession, custody, or control for which it will establish security safeguards ("Protected Information"); (2) Assess: An organization should assess anticipated threats, vulnerabilities, and risks to the security of protected information; (3) Safeguard: An organization should establish and maintain appropriate policies and administrative, physical, and technical controls to address the identified threats, vulnerabilities, and risks to the security of protected information; (4) Contract: An organization should address the security of protected information in its third-party relationships; (5) Respond: An organization should respond to detected breaches of the security of protected information; and (6) Adjust: An organization should periodically review and update its policies and controls for the security of protected information. Compare these six elements with the four legislative factors. What does Sloan prioritize? Recall Andrew Sewrin's article we discussed in session 9, where Serwin proposes a privacy regulatory model where " [u] se limitations should be proportional to the sensitivity of data," and the sensitivity of data would have four tiers-"highly sensitive, sensitive, slightly sensitive, and nonsenstive." 35 Is Sloan indifferent to the sensitivity of data, or what the information being protected is about? If so, how would you modify his security policy recommendations to take this issue into account? In other words, is the reasonableness concept along with the six elements an effective way to think about the problem of data security, or should we think more critically about the type of data being secured? 3. How do trade secret processes influence or relate to data security protocols? What are the kinds of harms that each set of procedures tries to prevent? Besides trade secret law, what other areas of the law might address similar harms as those that threaten data privacy, and how would they help influence data security law and policies? How might the constitutional right of free speech limit data privacy regulation?
Consider the nature of data itself. How is it similar to or different from more familiar forms of expression or "speech" that come under the purview of the First Amendment? Does your answer depend on how you define "data" and "speech"? The materials for this session appear to present two opposing sides to a debate on the issue of whether or not the First Amendment is implicated in data privacy laws. To help determine how much the authors agree and disagree, as you read each piece, consider how the authors' arguments apply to a privacy law we have discussed. For instance, try working through their first amendment analyses using the scenario in Smith v. Bob Smith Chevrolet, 37 which we discussed in the ninth session, where a car salesman improperly accessed a purchaser's credit report, violating the Fair Credit Reporting Act.
Notes & Questions
1. The two authors here may seem at first glance to be at opposite ends of a debatejust look at the opening lines in the abstracts of their articles:  Bambauer: "Privacy laws rely on the unexamined assumption that the collection of data is not speech. That assumption is incorrect."  Richards: "Laws regulating the collection, use, and disclosure of personal data are (mostly) constitutional, and critics who suggest otherwise are wrong." Plus, Richards claims he "want[s] to show why asking 'is data speech?' is a poor way to ask a very important question." (p. 1523). However, despite the title, the main question Bambauer seeks to answer in her article "Is Data Speech?" is "whether regulations on the collection or transfer of data implicate the First Amendment, thus requiring the government to justify and narrowly tailor the regulations." (p. 66). Does Richards' article have a substantially different purpose? What are the key differences in how these two authors approach the issue of first amendment limits on data regulation? 2. These two authors appear to be talking across from each other. Try to find ways of connecting the two. What concepts might they agree on, even if on a very general level? a. For instance, Bambauer finds the disparate treatment of the dissemination of data and the creation of data to be a crucial mistake in First Amendment jurisprudence. Richards does not address this point. He finds that regulation of commercial data flows based on FIPs is constitutional given the development of constitutional and regulatory law since the New Deal.
Bambauer does not address this point in her article. How might each author respond to the other's reasoning?
Session 14. The Future of Privacy in a World with the Internet of Things
Throughout the course, we have learned about privacy law and how it might apply to Internet of Things technologies. In this session, you will incorporate previous discussions and articulate how you think the Internet of Things will shape privacy law.
While "Internet of Things" may certainly be considered just another internet fad, the rapid development, economic impact, and infinite application possibilities of interconnected devices cannot be denied. 38 As you reflect on past discussions and read the materials for this session, consider the parties who might be most impacted by this wave of technology.
Notes & Questions
